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This contribution provides PCR for making SUPI protection opaque to IMSI sniffers. This PCR has a companion Discussion Paper in S3-180010.

1. Problem
[bookmark: _Toc346872290]The problem stemming from the ease of determination whether SUPI is in cleartext (null-scheme) or encrypted (SUCI) by an OTA attacker is described in the companion contribution in S3-180010. The same document goes over potential solutions aiming to make cleartext (null-scheme) and encrypted (SUCI) in-discernible for an OTA attacker.
2. [bookmark: _MON_1142153248][bookmark: _MON_1142153996][bookmark: _MON_1142165284][bookmark: _MON_1142165379][bookmark: _MON_1147789679][bookmark: _MON_1147789707][bookmark: _MON_1147794013][bookmark: _MON_1204355259][bookmark: _MON_1204355010][bookmark: _MON_1204355030][bookmark: _MON_1179304813]PCR
*********** First Change ***********
[bookmark: _Toc490577475][bookmark: _Toc496020632][bookmark: _Toc496021089][bookmark: _Toc496867277][bookmark: _Toc500341512][bookmark: _Toc501107273][bookmark: _Toc501370155][bookmark: _Toc501742041]C.2 	Null-scheme  
The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.
When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh.
 When Format Preserving transformation of SUPI is used to masquerade SUCI as SUPI and make SUCI and SUPI indiscernible from each-other to the OTA attacker, the MAC tag value and the ephemeral public key fields of the null-scheme will have to be populated with values (e.g., random values) to create an impression of freshness.
NOTE 1:	The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.
NOTE 2:	The null-scheme provides no privacy protection.

************ End of First Change *********

*********** Second Change ***********

[bookmark: _Toc500341513][bookmark: _Toc501107274][bookmark: _Toc501370156][bookmark: _Toc501742042]C.3 	Elliptic Curve Integrated Encryption Scheme (ECIES)
[bookmark: _Toc500341514][bookmark: _Toc501107275][bookmark: _Toc501370157][bookmark: _Toc501742043]C.3.1	General
The use of ECIES for concealment of the SUPI shall adhere to the SECG specifications [29][30]. Processing on UE side and home network side are described in high level in clauses C.3.2 and C.3.3. 
[bookmark: _Toc500341515][bookmark: _Toc501107276][bookmark: _Toc501370158][bookmark: _Toc501742044]C.3.2	Processing on UE side
The ECIES scheme shall be implemented such that for computing a fresh SUCI, the UE shall use the provisioned public key of the home network and freshly generated ECC (elliptic curve cryptography) ephemeral public/private key pair according to the ECIES parameters provisioned by home network. The processing on UE side shall be done according to the encryption operation defined in [29].
The final output shall be the concatenation of the ECC ephemeral public key, the ciphertext value, the MAC tag value, and any other parameters, if applicable. 
NOTE:	The reason for mentioning "any other parameter, if applicable" in the final output is to allow cases, e.g., when point compression is used then depending upon the type of ECC curve the sender may be required to send an additional sign indication.
Editor's Note: The format and encoding of the final output needs to be finalized by CT WG1.
The Figure C.3.2-1 illustrates the UE's steps.




 
Figure C.3.2-1: Encryption based on ECIES with integrated Format Preserving Symmetric Encryption at the UE
In Figure C.3.2-1: 
6> represents Symmetric Encryption function with Format Preserving properties that may be described in [yy]
FP Template (tweaks, alphabet) is a set of input parameters for 6> Symmetric Encryption function with Format Preserving properties. FP Template describes the target output format for 6>
FP Ciphertext Value is the SUCI (ciphered SUPI) represented in a format that is indiscernible from SUPI
[bookmark: _Toc500341516][bookmark: _Toc501107277][bookmark: _Toc501370159][bookmark: _Toc501742045]C.3.3	Processing on home network side
The ECIES scheme shall be implemented such that for deconcealing a SUCI, the home network shall use the received ECC ephemeral public key of the UE and the private key of the home network. The processing on home network side shall be done according to the decryption operation defined in [29].
NOTE:	Unlike the UE, the home network does not need to perform a fresh ephemeral key pair generation for each decryption. How often the home network generates new public/private key pair and how the public key is provisioned to the UE are out of the scope of this clause.
The Figure C.3.3-1 illustrates the home network's steps.




 
Figure C.3.3-1: Decryption based on ECIES at the home network with integrated Format Preserving Symmetric Encryption
In Figure C.3.3-1: 
6> represents Symmetric Encryption function with Format Preserving properties that may be described in [yy]
FP Template (tweak, alphabet) is a set of input parameters for 6> Symmetric Encryption function with Format Preserving properties. FP Template describes the target input/output formats for 6>
FP Ciphertext Value is the SUCI (ciphered SUPI) represented in a format that is indiscernible from SUPI


************ End of Second Change *********

*********** Third Change ***********
[bookmark: _Toc483244685][bookmark: _Toc483315419][bookmark: _Toc483409289][bookmark: _Toc490577312][bookmark: _Toc496020396][bookmark: _Toc496020853][bookmark: _Toc496867041][bookmark: _Toc500341263][bookmark: _Toc501107033][bookmark: _Toc501369915][bookmark: _Toc501741803]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[4]	IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 
[5]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 
[6]	RFC 4301: "Security Architecture for the Internet Protocol".
[7]	3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[8]	3GPP TS 23.502: "Procedures for the 5G System".
[9]	3GPP TS 33.102: "3G security; Security architecture".
[10]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[11]	3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses".
[12]	IETF RFC 5488: "Improved Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA')".
[13]	3GPP TS 24.301: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3".
[14]	3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications". 
[15]	NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197)".
[16]	NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation".
[17]	NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
[18]	3GPP TS 35.221: "Confidentiality and Integrity Algorithms EEA3 & EIA3; Document 1: EEA3 and EIA3 specifications".
[19]	3GPP TS 23.003: "Numbering, addressing and identification".
[20]	3GPP TS 22.101: "Service aspects; Service principles".
[21]	IETF RFC 4187: "Extensible Authentication Protocol Method for 3rd Generation Authentication and Key Agreement (EAP-AKA)".
[22]	3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification".
[23]	3GPP TS 38.323: "NG Radio Packet Data Convergence Protocol (PDCP)".
[24]	3GPP TS 33.117: "Catalogue of general security assurance requirements".
[25]	IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)"
[26]	IETF RFC 4303: "IP Encapsulating Security Payload (ESP)"
[27]	IETF RFC 3748: "Extensible Authentication Protocol (EAP)".
[28]	3GPP TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[29]	SECG SEC 1: Elliptic Curve Cryptography, Version 2.0, 2009. Available at http://www.secg.org/sec1-v2.pdf
[30]	SECG SEC 2: Recommended Elliptic Curve Domain Parameters, Version 2.0, 2010. Available at http://www.secg.org/sec2-v2.pdf
[31]	3GPP TS 38.470: “ NG-RAN; F1 General aspects and principles“.
[32]	3GPP TS 38.472: “NG-RAN; F1 interface control plane protocol”.
[33] 	3GPP TS 38.474: “NG-RAN; F1 data transport”.
[yy]	NIST Special Publication 800-38G Recommendation for Block Cipher Modes of Operation: Methods for Format-Preserving Encryption http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38G.pdf
 [x]	<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

************ End of Third Change *********


3. Proposal
It is proposed to add the text proposed in this PCR to TS 33.501

4. References
1. 3GPP TS 33.501 https://portal.3gpp.org/desktopmodules/Specifications/SpecificationDetails.aspx?specificationId=3169
2. NIST Special Publication 800-38G Recommendation for Block Cipher Modes of Operation: Methods for Format-Preserving Encryption http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-38G.pdf
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